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Viafirma inbox user manual

This guide describes how to use Viafirma Inbox application for end users. It will introduce each one of the public
sections of the application, with a detailed explanation of how each one of them works.

You can download this manual in pdf format

e Spanish.
e English.
e Catalan.


https://doc.viafirma.com/viafirma-inbox/user/latest/es/book_es.pdf
https://doc.viafirma.com/viafirma-inbox/user/latest/en/book_en.pdf
https://doc.viafirma.com/viafirma-inbox/user/book_ca.pdf

Access to web app

To access the web app the user must authenticate himselfin the system with a valid user ID. The user must do this
through some of the enabled options, all of them can be configured by the system administrators. These are:

e "Login with local certificate" in case the user owns a digital certificate stored on their computer or "Login with cloud
certificate" if it's stored remotely.
e “Username” and “Password” in case you have valid credentials

firma

inbox

Usuario
11111111H

Contrasefia

senes
:Has olvidado tu contrasefia?
Entrar

Entrar con certificado local

Entrar con certificado en la nube

Aplicacién de Verificacion

Gestiona tus peticiones desde nuestra APP:

Disponible en Disponible en

i
. App Store _.f‘ Google Play

Lastly, if the system administrator enables the Signature \erification option, the Access to the Signature Verification
Application feature is available, from which we can enter a request code to check the status of a request for signature.



Access to web app



Automatic user enroliment

Depending on the configuration made by the administrators the system may behave in different ways. If a user logs in
with a digital certificate and the system has not registered the user, the system can behave as follows:

e Notallowing the userto log in.
e Allows the user to self-register, but still requires validation from an administrator.
e Allowing a direct self-registration of the user who may start working once the registration process is finished.

If the system administrators have configured the web application this way, users accessing Viafirma Inbox for the first
time with their certificate will be forwarded to the registration form.



Automatic user enroliment

5i usted accede a Viafirma Inbox porque le han enviado una peticion, es muy
importante gque complete el campo Cddigo Invitacion con el codigo facilitado en
el email de invitacién. Si no completa dicho campo con el codigo facilitado no
podra recuperar la peticion que le habian enviado.

Personld ()
12345678A
Nombre () Primer apellido [/ Segundo apellido
Email () Teléfono Idioma
Castellano
Contrasefia () Confirmar contrasefia ()

Zona horaria

(GMT +1:00) Brussels, Copenhagen, Madrid, Paris v

Codigo de Invitacién

Nivel de notificaciones por email

Guardar



Automatic user enroliment



Interface

Viafirma Inbox interface includes the following sections:

e Header

e Home

e Personal menu
e Calendar & Tasks
e Footer
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Header

fima 3 e

In the application header you will find the following options:

e Home: takes you to the last visited inbox.
e Search: allows you to locate requests that meet the search criteria. The fields used for the search are:
o Subject
o Message
o Reference
o Requestidentifier
o Sender's firstname
o Sender's lastname
o Sender's Person Id
o Sender's Email
o Recipient's firstname
o RecipientLast Name
o Recipient's Person Id
o Recipient's Email
e User's full name: Link to User profile.
e Logout: Ends user session.



Home

The left side menu allows access to managing requests and other options of interest. The following links are available:

Compose: link to the request form page. It will be explained later in detail.
Inbox: main list of requests. The inbox shows the requests sent to the authenticated user. The number of unread
requests appears to the right of the inbox. New (unread) requests are easily identified as they are in bold. If the user
has more than one entity associated with him/her and this option is enabled by the system administrator, then an
inbox for each entity associated to the authenticated user will be displayed.
Drafts: list of requests to be sent. When selecting a draft the drafting screen is displayed with the data stored in the
draft.
Highlighted: users have the option of marking a request as top priority, clicking on the star icon located on the leftin
anyrequestlist. The request will then be visible in this menu, and will be always displayed at the top of the lists,
even ifitis notthe mostrecentone.
Pending: Pending requests are those that the user has already signed (or approved), but are yet to be signed by
other recipients.
On hold: requests on hold are awaiting signature by a recipient, so that the user can sign (or approve) the request.
Completed: list of finished requests submitted by the user. This section allows you to filter the requests based on
their status: completed, expired or rejected.
Rejected: list of requests that have been returned (rejected) by a recipient. Arejected/returned request cannot be
recovered.
Expired: list of requests that have reached their expiration date before being successfully completed, so they cannot
be recovered for signature.
Archived: Requests archived by the user.
Sent:

o Inprocess: Requests sentbythe user that are still pending.

o Completed: Requests sent bythe user that have been completed. Here you can filter the requests based on

their status: completed, expired or rejected.

Communications: list of requests where the user has been marked as the final recipient (communication), despite
not being involved in the signature workflow. For example, the approval of a resolution can be communicated to a
manager, even if he/she has not participated in the signature workflow or approval.

o Inprocess: Requests that have not been completed.

o Finished: Completed requests. Here you can filter the requests based on their status: finished, expired or

rejected.

o Archived: Requests archived bythe user.
Advanced search: advanced search options for requests.
My filters*: users can store their most common searches and use them whenever necessary. In the Search filters
section of your Personal Menu the filters created by the user will appear.



Home

EANDEJA DE ENTRADA

Viafirma 1

Default 50
Borradores
Destacadas
Pendientes
En espera 3
Terminadas
Rechazadas
Caducadas 20

Archivadas

ENVIADAS

En proceso

Terminadas

COMUNICACIONES

En proceso
Terminadas

Archivadas
Busqueda avanzada

Mis Filkros



Personal menu

Menu Personal ~
Perfil
Delegaciones
Filtros de busqueda
Filtros de delegacidn
Flujos

Plantillas de Redaccidn
On the right side of the screen you will see the Personal Menu block with the following options:

e Profile: access to the user profile. This section allows the user to modify their personal data. This will be explained
in detail later.

e Delegations: access to the delegations performed by the user or those in which the user is the recipient or is
involved somehow, and the status of these delegations. This will be explained in detail later.

e Search filters: Filters can be created/edited with different search criteria to simplify our work when locating an
element.

e Delegation filters: You can create/edit filters with different characteristics that can then be associated to the
delegations. For example, you would like the delegated user to view only those requests that contain a certain
subject or whose sender is one particular user. Filters can be applied to any active delegation. This will be
explained later in detail.

o Workflows: access to the signature workflows saved by the user. Here the user can manage his signature
workflows to use them when composing requests. This will be explained later in detail.

o Writing Templates: Access to the user's drafting templates. Templates can be created/edited to speed up the
process. Adrop-down menu with all the templates is displayed when writing a request. Just click on the one you
wish to use. This will be explained later in detail.



Calendar & tasks

The calendar and task organizer can be found in the right side menu.

Calendar
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It shows the current month by default, and can be manually scrolled to earlier and later months. It highlights important

dates:

e The expirydates of requests are marked in red.
e Pending tasks are marked with a blue dot

When clicking on a highlighted date, a small bubble will be displayed with information related to that day.

Tasks

Tareas

16/04/18

pasar contrato con proveedore

iC,

=
m

20/04/18
Caduca: 'Firma de acuerdo UTE'

Afadir Tarea
|§| Administrar tareas
Shows a list of tasks/events organized by dates.
The user can manage his tasks by clicking on Add Task and Manage Tasks.

All these panels can be opened / closed by clicking on the upper right corner controls.



Footer

Manual de Usuario - Castellano

In the footer section you will find the following options:

e User guide: link to download the user guide.
e Language: allows you to change the language of the interface.



User Profile

There are 2 ways to access your user panel:

e Byclicking directly on your name located at the top right.
e From the "Profile" option in the personal menu.



User profile

Person Id (%)

123456787

Nombre (*)

JUAN

Teléfono

-
= 34 654321987

ENTIDAD

Default

Contrasefia

Zona horaria

Primer apellido (7) Segundo apellido
ESPAROL ESPANOL
juanespanol@viafirma.com Si
Confirmar contrasefia
T

Idioma

(GMT +1:00) Brussels, Copenhagen, Ivladrid, Paris

V‘ ‘ Castellano ~

Notificaciones

Seleccione las notificaciones que desee recibir y el medio:

Mueva peticién
Peticion Leida
Visto bueno
Firma

Peticién finalizada
Nuevo comentario

Nuevo documento anexo

E-MAIL NOTIFICACION PUSH

Unificar todas las notificaciones mediante correo electrénico en un Unico boletin

Periodicidad delboletin:l 1 |dias

Sello de Firma por defecto al redactar una peticién

‘ Sello en una linea (iniciales)

~

Usuario de Fortress

a]

n

[o]

Sello de firma personalizado

Afiadir firma



First of all there is a personal data boxto manage the following information:

e Person Id** (username to used for login, and obtained from a field of the digital certificate).

e Name: User's name.

e First surname: User's surname.

e Second last name: User's last surname (if any).

e Email: User's email address.

e Phone: User's phone number. Mustinclude the international prefix.

e Password: User's password (if you do not wish to change the password, leave both fields empty).

e Time Zone: User's time zone.

e Language: language in which you wish to receive the emails generated by viafirma inbox.

o Notifications: Shows the actions of the lifecycle of a request on which you want to receive notifications. They can be
selected at e-mail and push notifications level from viafirma inbox phone app. You can also select that email
notifications shall be grouped in a single newsletter that can be modified periodically.

o Default signature stamp when writing a request: the signature stamp selected by default when writing a request
will be displayed. Possible options are:

o Default signature stamp of the system: the default signature stamp assigned by the system will be used.
o No signature stamp: no signature stamp will be used.
o Specific signature stamp: the selected signature stamp will be taken.

e Fortress user: User code in Viafirma fortress.

e Custom signature stamp: For those instances that have configured the use of custom signature stamps you can
select your own signature image. These signature images will be used in case the sender of the request has
selected a signature stamp that supports this.

To add a new custom signature stamp click on the Add signature link. Apopup will appear where you can draw the
signature or add a signature from a file stored on your computer.

5i lo desea, puede adjuntar la imagen de la su firma
pulsando el siguiente enlace:
Adjuntar Firma desde Fichero

MMacos permitiaos: png Yy jpeg

If you have already added a signature you can modify or delete it.

If a customized signature stamp is not defined, a generic stamp will be generated at the time of signing.



For users with more than one entity, instead of showing the email field as in the previous image, a list of the entities

linked to the user and the email assigned to each entityis displayed. The user can select which is the default email for
notifications.

Entidad Email Por defecto Acciones
Default usuario@viafirma.com Si

viafirma usuario@viafirma.com No

viavansi usuario@viavansi.com No

And finally, if the platform has been configured by the administrators, there could be a configuration block for accessing
the user's personal document repository (Alfresco, Nuxeo, Documentum FileNet, Sharepoint, etc.):

Usuario repositorio CMIS Password repositorio CMIS

Ruta base repositorio CMIS Referencia al nodo (opcional)

/User Homes/

This technical data will be provided to you by the system's technical manager.



Write a request

By clicking on the Draft link on the left side panel the user has access to a drafting form for a new request. There are two
drafting modes: basic and advanced drafting.

e Basic drafting: The content will depend on the configuration of your instance. Thus, the fields recipients, subject,
message, documents for signature, attached documents and sender notification level will always be displayed.
e Advanced drafting: The advanced drafting contains all fields available in the drafting section.

The firsttime you access the drafting the basic type is shown. For the rest of the accesses, the last used redaction type
will be shown. To switch from one type to the other click on the link Switch to advanced editing or Switch to basic editing
at the top right of the page.



Write a request

Cargar desde Plantilla + Cambiar a redaccion basica

Remitente

| fFalbz@viafirma.com (Default) '|

Destinatarios

Destinatarios

Guardar Flujo Previsualizar Flujo

) Enviar de forma independiente 2 cada uno de los destinatarios

Ds

ios de la icacién interna

Anada usuarios que podrén ser comunicados con el resultado de esta peticién cuando sea finalizada

Asunto (¥)

Asunto

Referencia

Escriba una referencia para identificar a la peticién

Tipo de acceso a la verificacién de Firmas @
Acceso Piblico v

Mensaje

Mensaje

Tipos de firma admitidos B

| Todos los tipos de firma (certificado, OTP SIS, firma web) ¥ |

Fecha de inicio

| Iz
Fecha de Caducidad
| =
Sello de firma

Sello por defecto v

Metadatos

Tipo de Documento
Codigo del expediente en curso

Anadir metadato

Documentos a firmar

Subir doecumento

Puede subirun

0 de 10 documentos a Firmar, hasta alcanzar, en total, un limite de 50 Mb

Documentos anexos

Subir anexo

:Desea recibir notificaciones de las accionesr adas con esta peticion?
® No

© Aviso de lectura, firma, visto bueno, rechazo y finalizacion del flujo

O Aviso de firma, visto bueno, rechazo y finalizacidn del Fujo

O Aviso de finalizacién del flujo

Enviar

22



The available fields in the draft are:

e Upload from template: Available for users who have associated templates. After selecting a template, all fields of
the drafting will reload with the data entered in the template.

e Sender: Available for users who have more than one associated entity. The user can select from which email
account (depending on the entity) to send the request and thus the emails related to the request will be sent to that
email account.

e Recipients: list of people to whom the request will be addressed. It's a required field. More information in the
section Recipients of a request.

e Save workflow: Allows the user to save the recipient workflow to be reused in other requests, for example a
workflow that he/she uses often in his/her requests.

e Preview workflow: Allows the user to see the current workflow for the request he/she is writing.

e Subject: Subject of the request. Required field.

¢ Message: Message attached to the request, explaining the context of the request so that recipients can quickly
understand it.

e Reference: free text field that can be used by third party systems to retrieve the request, for example, a code used by
another application.

e Signature verification access type: requests have an associated permalink (based on a Secure \erification Code
CSV) allowing consultation from outside the application in the verification platform (if enabled by the system
administrators). This field determines the level of access to the request in this verification platform. It allows you to
choose one of the following types:

o Not available: the requestis not allowed to be accessed from the signature verification.

o Public Access: anyone with the URL / Secure \erification Code can access the request. Itis useful when we
want to send a link of the request details to an external third party (e.g. a citizen or stakeholder).

o User/Password: if this option is chosen, it will also be necessaryto enter the user and password to access
the request. Anyone who knows the password and the URL / CSV will be able to view the request.

o Certified: the request can be viewed by both the requester and the recipients who have participated in the
signature workflow with their digital certificate.

o Private: the request can only be accessed by the creator of the request.

e Supported signature types: Allows to select which types of signature are accepted for this request. If a signature
type is not enabled (e.g. SMS/OTP signature or web digital signature) it cannot be used.

e Start date: Date on which the request will appear in the recipients' inbox. This option is used when you wish to
create a deferred request, thatis, a request that is created today so that the signing process can begin a day later.

e Expiration date: Date on which the request expires; if it's 23:59 of the marked day and the workflow has not been
completed, the requestis completed in "Expired" status, and no further intervention can be performed. Users who
take partin the workflow will be marked on the calendar in red with the expiration date of the request. Expired
requests can be reactivated by the sender user.

e Signature stamp: Signature stamp to be used in the signed document among the signature stamps registered in
the request. The signature stamp defined by the administrators of the instance will be used by default.

o Metadata: the system allows to freely add metadata (key/value pairs, e.g. file code: 2011/PRE/01234). In addition,
administrators can create global metadata that would appear in this area. Anew metadata can be added by clicking
on the Add metadata link, which will bring up a form to add the key and value of the new metadata.

¢ Documents for signature: Documents to be signed by the recipients. More information in the section

o Metadata: the system allows to freely add metadata (key/value pairs, e.g. file code: 2011/PRE/01234). In addition,
administrators can create global metadata that would appear in this area. Anew metadata can be added by clicking
on the Add metadata link, which will bring up a form to add the key and value of the new metadata.

o Documents for signature: Documents to be signed by the recipients. More information in the section Documents to
be signed.

e Attachments: Attachments are files that are not digitally signed, and only support the recipient's decision to sign or
approve the request. When signing a request, for example, the signatory will probably want to have access to certain
documents in the file. To add an attachment, click on the link Upload attachment and the file browser will be
displayed to select the attachment.

e Do you wish to receive notifications of actions related to this request?: The sender of the request can specify



whether he/she wishes to receive notifications and their level of notification for actions performed by the recipients of
the request.

Send: Button to create a new request. There are three possible scenarios for this button:

If there are external users who can perform the signature or in case the selected signature stamp has the individual
stamps option activated the [signature positioning] screen will be displayed (stampposition.html).

If there are new users. Check Unregistered recipients.

If none of the above requirements are met, the request is created and the user is redirected to the inbox.



Organizing recipients
In the Recipients field of the new request, we define the signing/approval workflow for the request typing the list of
recipients separated by:

e () (Brackets) Indicate group of users who can sign in any order. ,** (comma) Used for separating separate signature
lines, or users between brackets.

e > (greater than sign) To indicate the hierarchy of signatories; the recipient (or recipients ifin a group in brackets) on
the left of > must sign/approve before the recipient (or recipients ifin a group in brackets) on the right.

Example: (User 1 > User 2), User 3.

Here are two signature lines; User 1 and User 3 can already sign the request, while User 2 will only be able to sign after
User 1 has signed.

e ||* (or) To specify a signature workflow where only one of the recipients has to perform the action.
Example: User 1 || User 2

The request mustbe signed by User 1 or by User 2. As soon as one of them signs the request, the request will be
completed without any action by the other recipient.

On the other hand, to specify the type of action (signature or approval) to be performed by a recipient, you must add:

e (F) To requestthe signature. If no action is specified, the electronic signature is requested by default.
e (VB)** To request approval.

The difference between signature and approval is that in the approval there is no electronic signature embedded in the
signed documents, and it has the same legal validity as a handwritten signature. An example can be someone that
reviews the documents to be signed by his immediate superior.

Example: User 1 (VB) > User 2
In this case User 2 can only perform the signature after the approval of User 1.
The recipient field is predictive text: As the user types, suggestions are offered to choose from a list of recipients that
match the text you are typing.
Destinatarios

us|

"Usuario Autenticado” [usuario@viafirma.com] [Default]
"Usuario Autenticado” [usuario@viafirma.com] [viafirma] o
"Usuario Autenticado” [usuario@viavansi.com] [viavansi]

ey « e

This list of suggestions includes:

e Users: the system searches for the name / surname or email to add a specific user. In case there is more than one
entity in the instance, the name of the entity will also be displayed and can also be searched in this field.

e Groups: adds ALL the users that belong to the selected group (if they have been created in the system by the
administrators).

e Positions: adds ALL users that belong to the selected job title (if job titles have been created in the system bythe
administrators).

e Workflows: adds the whole workflow. In later sections we will explain how to create custom signature workflows
that can be reused elsewhere. If we were to create a custom workflow called "Approval of minutes", the recipients
boxwill indicate the use of this workflow when we enter characters like " apro”, for example.



Below the recipient box there are two options: Save workflow and Preview workflow.

The Save workflow option allows us to quickly get to the customized workflow creation option (which will be explained
later), based on the workflow we have on our screen.

On the other hand, the Preview workflow option shows a graphical representation of the signature workflow in the
recipients boxon the screen:

Destinatarios

("Usuario Autenticado” [usuario@viafirma.com] [Default] »"Usuario 2 Autenticado" [usuaric2@viafirma.com]
Default]),"Usuario 3 Autenticado” [usuario3@viafirma.com] [Default]

Previsualizar Flujo
Linea de Firma 1

Usuario Autenticado | | Usuario 2 Autenticado
# firma # firma

Linea de Firma 2

Usuario 3 Autenticado
& firma



Documents for signature

To add a new document for signature click on Upload document. When you click on this button, it will depend on the
possible options for uploading documents available in your instance. In the event that only the option to upload
documents in the local computer is available, when pressing the button, the file explorer will be displayed to select the
document.

If there is more than one option, a popup will appear with the different options available.

Subir documento
Por Favar, seleccione el origen del documento a Firmar:

Selecdionar documento Importar desde repositorio corporativo

Configurar repositorio personal Importar desde plantilla

The possible options are:

Select document: the file explorer will be displayed to select the document.
Import from template

Import from corporate repository

Import from personal repository

Import from template

When clicking on Import from template a popup will appear to select the template you intend to use. After selecting the
template, click on Select and you will see a form to fill in the template fields and click Accept.



Subir documento
Por Favor, seleccione el origen del documento a Firmar:

Selecdonar documento Importar desde repositorio conporativo

Configurar repositorio personal Importar desde plantilla

Adjuntar desde plantilla

Zelecclone la plantilla

Basica - Plantilla Basica v X
Adjuntar desde plantilla
Rellene los campos de la plantilla

Nambre
Primer Apellido

Segundo Apellide

Import from corporate or personal repository

When pressing on Import from corporate repository or Import from personal repository a popup with the repository
contentis displayed to select the desired document.

The options on the document are:

e ! Download document
o %1 Attach for signature or approval
e I Add as attachment

Subir documento
Por Favor, seleccione el origen del documento a firmar:

Selecdonar documento Importar desde repositorio corporativo

Configurar repositorio persenal Importar desdge plantilla

Repositorio CMIS

Ficheros a Firmar

, CONLratos
documento de pruebas AT Anexos



Documents for signature

29



Signature positioning

For requests with external users who can perform the signature, the signature stamp, selected or the option of individual
stamps activated, the signature positioning screen will be displayed.

The documentis displayed and the signatures of the users to be positioned are shown on the right side of the screen.
To place the signatures, drag the user's name in the document. The size of the signature box can be changed dragging

the corners of the box.

Lorem Ipsum

“Negue poro quisguam est gui dolarem ipsum quia dolor sit amet. consactefy
velit..."

"No Ny Nadee Gue ame &l dolor misme, que o busgue, 1o encluentne ¥ I3 o a, SIMplemente porque

es el dolor.”

Lorem Ipsum

“Negue porro quisquam esf qui dolorem ipsum quia dolor sit amel, consectetur, adipisci
velit..”
“Mo hay nadie que ame & dolor mismo, que 1o busgue, lo encuentre y lo quiera, simplemente porgue
&5 & dolor.”



Unregistered recipients

Last update: December 5th, 2018

With inbox you will be able to send signature requests to UNREGISTERED USERS, for which different rules will be applied
depending on the global configuration of inboxin relation to the management of this type of users.

Redactar nueva peticion de firma
para USUARIOS EXTERNOS

firma 2 A sumasiern. G

m Redaccién Avanzada

Remitente

bgalan@viafirma.com (Default)
viafirma filtro cif e

Registro de Titulos Destinatarios &l indicar el email del
Detaut 1 [Pestinatarios firmante o firmantes
P externos
Priorizadas
Pendientes # Guardarfiuie  #* Previsualizar Flujo
En espera Asunto (*)
Terminadas Asunto
Rechazadzs Mensaje
Caducadas 7 Mensaje
Archivadas
ENVIADAS
Enproceso se podra elegir qué

Tipos de firma admitidos : )
e mecanismo de firma

v Todos los tipos de firma (certificado, OTP SMS, firma web) debnuhilizar o bion

Certificado y firma biométrica .
Certificado y firma con sms habilitarle todos para

Solo con certificado digital su eleccion

Although the global configuration of inbox allows external users to make use of all the signature mechanisms, you can
decide whether you want to leave all the options open or force them to use a specific one, as shown in the screenshot
above.

Fill in user information

When you finish writing the new signature request, inbox will detect that the user is NOT registered, and will ask you to
fill basic information that will help us identify the user



Unregistered recipients

Redactar nueva peticion de firma

para USUARIOS EXTERNOS

A Susana Baez M.

Se han encontrado NUEVDS USUArios NO registrados en la aplicacion. Por favor complete

inbox detecta que el destinario NO ESTA
viafirma filtro cif BGALAN+EXTERNO@VIAFIRMA.COM REGISTRADO y propone completar los

Registro de Thtulos Nombre (*) Primer apellido [* datos para poder usarlos en el correo
S : thon dasfviafima.com Bx electronico de manera mas semantica.
Borradores pine) Sciome
+34 Castellano 7
Priorizadas
P si f:ompletafm.os el
- numero movil del d legir el
nespera . - - 0aemaos elegir e
destinatario podra _d‘,’ i ? id
Lt hacer uso también de é rloma £ clonte’nl. 2
Rechasades la firma mediante OTP/ ; cl:orrefo‘e ez rof!'uco
e la pagina de firma.
’ sl !:rEI dest;:r'\agtlario también
Archivadas opciones de firma s ;
podra cambiarla a su
preferencia.
En proceso
Terminadas
En proceso
Terminadas

Signature positioning designer

This section is OPTIONAL and you will only view it if the allowed signature mechanisms for this external user include
"Web Signature or Biometric Signature”.
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Unregistered recipients

Redactar nueva peticion de firma 3de3

(opcional)

para USUARIOS EXTERNOS

Buscar

esta PANTALLA sélo se muestra si entre

e Por favor, arrastra las firmas a la pos las opciones de firma permitidas se
encuentra FIRMA WEB o FIRMA
BANDEJA DE ENTRADA BIOMETRICA

viafirma filtro cif

Registro de Titulos

Default 1
Mauris rutrum nisi vitas metus viverra placerat. Nullam egestas suscipit dolor, at iaci
Borradores ipsum lobortis et. Vivamus ac metus orci. Sed blandit leo elit, et rhoncus lectus col Tut
Aliqguam pulvinar lacreet justo, quis vestibulum massa ultrices eget. M as at velit
Priorizadas wvestibulum, porta sem id, feugiat lacus. Nullam bibendum purus ac mi gj vehicula. In id
adipiscing lorem, ultrices aliquet augue.
Pendientes
Lorem ipsum dolor sit amet, consectetur adipiecing elit. Ut biaglift lorem nibh. eu posuers
Enespera
. Suspendisse convaliis, lacus non fringilla tempor, turpis rhoncus purus, quis pulvinar
Terminadas

libero enim sit amet nunc. Class aptent taciti sociosqu ad |i
Rechazadas per inceptos himenaeos. Pellentesque suscipit turpis sit a
nisi congue. Sed id venenatis turpis, semper rhoncus nisl
elementum nibh ultricies et. Proin gravida suscipit guam m:
interdum quis libere ut, mollis porta odio. Morbl laoreet ip:
Archivadas Proin metus lectus, malesuada eu aliquam eu, consequat
porta augue, pretium posuere quam fringilla nec. Sed vesti
Mam congue elil id orci rhoncus, ac tincidunt velit vulputate,

torguent per conubla nostra,
wvelit tristique, quis scelerisgue
tibulum mollis cursus lorem, id
s egestas. Morbi augue ligula,
sit amet pharetra placeral.
amet diam. Praesent luctus
o ut nisd fringilla rutrem.

Caducadas 7

ENVIADAS

En proceso
sviafirma.com EXT

Terminadas
COMUNICACIONES

En proceso

Finalizar y Enviar

Terminadas

A Susana Baez M.

jhon.doe@viafirma.com
EXT (Defauit}

arrastramos
cada firmante a
la zona del
documento
donde
deseemos que
se imprima su
firma digital

Mail sent to external user

External user

If the global configuration of inbox defines that non-registered users will be considered as external users, and once the

request has been completed and sent, the external user will receive an email inviting him/her to access a SIGN PAGE,

where we will show information about the request, the link to download the document or documents to be signed, and

the different signature mechanisms available depending on the request configuration.
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Unregistered recipients

Correo remitido al usuario EXTERNO

¢ @ 6§ @06 be email remitido al Tanigs, ¢ 3 G
envios@viafirma.com USUARIO EXTERNO 223PM (O minutes ago) Yy

to john.doe@viafirma.com

viafirma

inbox

NUEVA PETIGION PENDIENTE DE FIRMA
FIRMA CONTRATO Ref. A292

Hola John Doe,

El u:

ito Galan le ha enviade una peticioin con asunto “Firma contrato Ref

Acceder a la peticidn

el aspecto de los
CoITeos es
configurable a nivel de
plantillas

acceso a la pagina de
firma con todas las

IS BLADMATICAMANS, POF HIVDF M) COMIBIIOS & B5L COMBO BICITONID.

opciones habilitadas [T
H da o CONFIDENCIAL. Si no o8 Vd. ol destinatario indicado, queda notificado de que la

para cada solicitud i copa sin autorizacikin esth pronibida en virud o ba logislacide vigenda. §1 ha recibido
o, b fOpamOs que nos ko comunique iInmedataments por esta misma via y proceda & su

Users invited to self-register

If the option for self-registration of unregistered users has been defined in the global inbox settings, the email you will

receive will include a link with an invitation to register with your digital certificate.
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Unregistered recipients

email remitido al
USUARIO NO
REGISTRADO

€ O 0§ 2 0 b=

1 of 1,663

envies@viafirma.com 2:23 PM (0 rnutes sga)

to john.doe@viafirma.com

viafirma
inbox

NUEVA PETICION PENDIENTE DE FIRMA
FIRMA CONTRATO Ret. AZ82

Hola John Doe,

El usuario Benito Galan le ha enviado una peticicin con asunto “Firma contrato Ref.

Acceder a la peticién

Su codigo de invitacion es el siiguiente MOJCL1WREL.

codigo que le

AVESO DE CONFIDENGIALIDAD, Este mensaje 5o dirg: permmra el auto-
Informacin priviegiada o CONFIDENCIAL. 51 no es V. 2 .
utitzncién, divigacién yio copia sin autorizacicn oot pr L5219 |41 (=T ] s]0). 4
S518 MGNSA|S O SITOF, M FOGAMOS GUIS NOS ko COMUNIGL

destrucciin.

€ ¥

T -

o

In this case, the user is asked to fill in their personal data before accessing their inbox.
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Unregistered recipients

Person id ()
IDBB49482

Nombre () Primer apellido [*) Segundo apellido
JHON DOE

Emaill (%) Teléfono Idioma
JHON.DOE@VI Castellano* |

Contrasefia () Confirmar contrasefia (*)

Zona horaria

| {GMT +1:00) Brussels, Copenhagen, Madrid, Paris v

Codigo de Invitacién

MOJCLIWWHL

Mivel de notificaciones por email

| Alta %

In chapter 7.5.1 Signing external users we explain all signing processes for these external users.
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Drafts

While composing a request a draftis automatically saved. Therefore don't need to complete a requestimmediately and
you can still recover the information later on.

To recover an existing draft you must access the Drafts section in the side menu and the list of drafts will be displayed.

Bandeja de Entrada 1

Resultados por pagina | 10| 25 | 50| 100

Destinatarios Asunto Fecha |
Borradores usuario@viafirma.com” Borrador 1 11/04/2018 14:31 X

Pricrizadas

: Eliminar
Pendientes -

When clicking a draft, the writing screen will be displayed with the data saved in the draft.

You can delete a draft from the list of drafts by clicking on the X or you can delete multiple drafts by selecting the drafts to
be deleted and clicking on the Delete button.

There is a cleaning process for obsolete drafts, therefore those which have not been checked in the last 30 days will be
automatically deleted.



Working with a request

In this section we are going to see the different operations we can perform on a request.



List of requests

The request list shows three sections: the upper part contains the options section, the central part contains the request
listand the lower part contains the pager.

Filtrar por

Todas v
FECHA

Usuario Remitente de Ejemplo Contrato 50 13/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 49 13/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 48 13/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 47 13/06/19 14:08
contrato.pdFf

Usuario Remitente de Ejemplo Contrato 46 13/06/19 14:08
contrato.pdFf

Usuario Remitente de Ejemplo Contrato 45 13/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 44 13/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 43 13/06/19 14:08
contrato.pdf
contrato.pdf

Usuario Remitente de Ejemplo Contrato 42 12/06/19 14:08
contrato.pdf

Usuario Remitente de Ejemplo Contrato 41 13/06/19 14:08
contrato.pdf

Pgina 1) Resultados por pagina

10 v

Options

Available options:

e Filters: Users who have set filters will be able to choose the filters in the inbox to view the requests that meet the
criteria.
e Signature, Approval and rejection: In lists where bulk signing is available when selecting one or more requests a

button will be displayed to proceed with the signature or rejection.
=
e ™™ Cambiar a vista resumen.



° — Cambiar a vista tabla.

C5V
° Export the list of requests in a csvfile. The exported data are the sender, subject, date, status and request
identifier.

° @ Export to pdf the requests of the current page. Only available in summary view mode.

[2)
° . Download signed documents from completed requests from the request listin the advanced search.

List
There are two request listing views: table view and summary view.

The table view shows the basic data of the request (sender, subject, date and documents for signature depending on
the instance settings). For those instances where the documents are configured to be displayed, they are available for
download when clicking on the name of the document. Access the request details clicking on any of the request details.

FECHA

Usuario Remitente de Ejemplo Contrato 50 13/06/15 14:08

contrato.pdf

In the summary view, the recipients of the request and the message will be displayed in addition to the above. When
clicking on the name of a document it will be downloaded.. Access the request details pressing any of the request
details

Adjunto contrako para su firma

contrako.pdf

In both types of list, requests can be prioritized / de-prioritized by clicking on the star icon.

Pager
The pager is visible at the bottom of the list, allowing you to switch to the previous or next page if there is one. You can
also change the number of viewable results per page.

Pagina 1 Resultados por pagina
10 *



Request details

When clicking on a requestin any of the existing lists (inbox, requestessent, pending, on hold, rejected, etc.), the request

details are displayed.

Contrato 5

J emite 2 Ejemplao 3/06/1¢ 05

Destinatarios

Juan Espaniol Espanol <dmoreno.ext@yopmail.com:

Test
Documentos a firmar Documenktos anexos

contrato.pdf @

4=

Descargar Todo Afadir anexo

Detalles
Nivel de notificaciones por email: Aviso de lectura, firma, visto bueno, rechazo y finalizacién del Flujo
Destinatarios de la comunicacidn interna:

Tipos de firma admitidos: Todos los tipos de firma (certificado, OTP SIS, Firma web)
Sello de Firma: sello acuamed rotado

Comentarios

Insertar Comentario

/ Firmar - Rechazar
e

The following information is displayed in the detail page of a request:

Acceso Plblico

14/06/19 12:57

e Subject, date and sender of the request. Access type public access to the requestin the URL (permalink) with the

CSV (Secure \erification Code).
e Expiry date (if any).

e Signature workflow/approval: shows the recipients of the different signature lines, the most current status for each

of the users, and the last status update date. The signature hierarchyis a tree based workflow to indicate the order
in which each user must perform his or her action. An icon is displayed on each signature line showing the status of
the request for that user. Estos estados son:



Si posicionamos el cursor del ratdn sobre los estados Firmado o Visto Bueno podremos ver el detalle acerca de dicha

accion (siempre que un administrador global haya habilitado dicha opcién en la configuracién general del sistema).

Datos de la Firma

Tipo de Firma Firma con certificado en la nube
Certificado *xxkk()] 18C

Message of the request added by the creator.

Signable Documents and attachments, available for downloading clicking on the file name, for preview (when they
are PDF or xml, clicking on the eye), or for downloading all of them (in a ZIP file). *Attachments: during the lifecycle
of the request, participants are allowed to add an attachment to the request to be used as an explanatory document
for the rest of the users.

Comments: comments inserted by other users can be read and new comments can be inserted. Permanent link**:
link to access the request from outside the application (with the security settings assigned by the creator of the
request).

Signature/approval: If the user has the requestin his inbox, the signature or approval button will be displayed
based on the action defined for the user. See Sign a requesty Approve a request

Reject: allows a user to return the request providing a reason for rejection. See Reject a request

Actions (...): drop-down list with the available actions for the user. See Actions section on this page.

NOTE: Sometimes when opening a signed PDF document with Acrobat Reader, you will getan error message that says

" Atleast one signature has problems". This is not a major problem, and can be solved by configuring Acrobat Reader.

To do so, please follow the instructions of the document Adobe Reader - Managing trusted certificates.

Actions

List of actions available for the user on the request. The available actions will depend on the status of the requestand

user's role.

Reactivate: Expired requests can be reactivated by the sender of the request. To do so, a new expiration date must
be selected.

Ejemplo peticién caducada Reactivar peticién

/
Elimindr Peticion
i = //g
Destinatarios c/réarcopia

MNuevo Administrador Global <inbox@viafirma.com= :
Compartir

Mensaje de ejemplo :
x ans

: Reactivar peticion
Documentos a firmz  Asunkto de : p i .
. [ Seleccione una nueva fecha de caducidad y pulse el batdn
Juan Espafiol Espafi

NJMP-UALI-S0KZ-L4] Nueva fecha de caducidad

17/06/19 |
Destinatarios

5 Nuevo Reactivar peticién

I L 2 Leido 24/01/19 9:19
™

Delete request: The sender can delete the request if no action has been completed by recipients (signature,

approval or rejection). Once a request has been deleted, a notification will be sent to all recipients to inform that the

request has been deleted.


https://www.viafirma.com/faq/es/gestion-de-certificados-de-confianza-en-adobe-reader/

Request details

o Se eliminard permanentemente toda la informacion relacionada con la
UL, peticién y se notificara a sus destinatarios, ;desea continuar?

Aceptar Cancelar
|
Contrato 51 Eliminar Peticion
Juan Espariol Espafiol  17/06/19 8:13
RAZIFX96P-XZTU-JLON Rechazar
Destinatarios IModificar Flujo
= Leido Juan Espanol Espanol «<dmorenc.ext@yopmail.coms Firma 14
Enviar recordatorios
sk Crear copia
Documentos a firmar Documentos anexos Compartir
contrato.pdf e S Copiar enlace
Descargar Todo | | Afiadir anexo

e Reject: Rejectrequest. See Reject a request

o Edit workflow: Edit signature workflow of a request. See Modificar el flujo de una peticion

e Sendreminders: An email is sentto each of the users who are able to sign or approve the request alerting them
that they can take action.

e Create copy: Access to the drafting page with preloaded request data.

e Compartir: Sending email with public link of the request to the email addresses provided by the user (useful if
"public" or "username/password" has been set as access option).

Contrato 50 Rechazar
Usuario Remitente de Ejemplo  13/06/19 14:08
HMZ8-66RI-TFYU-03QD Modificar Flujo

Enviar recordatorios

Compartir enlace de verificacion

Crear copia

Email destinatarios (separados por coma) (%)

Compartir

Asunto (%)
Acceso a la peticién de firma 'Contrato 50

Copiar enlace

Mensaje (%)

Le envio el enlace de acceso a la peticién con asunto "Contrato 50°.

Enviar

e Archive /Unarchive: See Archive a finished request

e Copy link: Copy the public link of the request to clipboard.
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Signing a request

Signing a request is very simple; all you have to do is click on the link below. The types of signature to be used will
depend on the configuration defined by the system administrators. These can be the following:

e Signature with local certificate: using viafirma platform. You can find the documentation here. Signing with cloud
certificate: using viafirma fortress. Please find the documentation here.

e SMS OTP Signature: this operation will send an SMS shortcode to your cell phone. This code will then be inserted
in the form that will appear on the screen for signing the request.

o Digitized signature: using viafirma platform. Please find the documentation here

In case there is a temporary problem with the availability of the platform, the system may report such error; in case it
happens, please contact the platform administrator.

Se ha producido un error al firmar la peticion.

In addition, if you have several requests in your inbox or after performing an advanced search, you can select all the
requests to be electronically signed in a single operation. We recommend knowing first what you are signing (e.g.,
because it has been previously approved by a trusted person).

Filtrar por —
Todas v -
_/ Firmar/Visto bueno ~ Ifﬂ Rechazar Seleccionados 7 de 7 Resultados por pagina | 10| 25 | 50| 100
Cd Remitente Asunto Fecha |
L4 Administrador Global Prueba modificacién de flujo 13/04/2018 14:52
L4 Administrador Global Solicitud de aprobacidn de gasto 12/04/2018 17:08
L4 Administrador Global Contrato de nuevo personal 2 10/04/2018 17:18
L4 Administrador Global Contrato de nuevo personal 1 10/04/201817:17
L Administrador Global Firma del nuevo convenio 10/04/2018 17:16
L Administrador Global Firma de acuerdo UTE 10/04/2018 16:37

L4 Administrador Global Firma del contrato con proveedores 10/04/2018 16:25


https://doc.viafirma.com/viafirma-platform/
https://fortress.viafirma.com/
https://doc.viafirma.com/viafirma-platform/

External user signature

External user signature

Last update: December 5th, 2018

When the document must be signed by an external user, viafirma inbox sends an email to the user inviting him/her to

access a sign page where they can review the document and choose one of the signature options available for each

case.

Mail sent to external user

« O 0 § 28 0 b e

envies@viafirma.com
to john.doe@viafirma.com

email remitido al Lo O

USUARIO EXTERNO

223 PM (0 manuites aga) YT W

viafirma

inbox

NUEVA PETICION PENDIENTE DE FIRMA

FIRMA CONTRATO Ref. A292

Hola John Doe,

El il ito Galan le ha enviado una peticidin con asunto “Firma contrato Ref.

Acceder a la peticién

el aspecto de los
correos es
configurable a nivel de

acceso a la pagina de plantillas

DPCiDnes habi"tadas NCIALIDAD, Esto monsaje s drige oxclushmmonts & su desSnatano y puods conlanes
para cada solicitud  fuisssirpiyamisiviiicewimbparamemimpabmi il
o, ki POPAMOS que NoS ko comunique inmedatamants por esta misma via ¥ proceda a su

Signature options for external users

An external user may choose between the following signature options, depending on the signature request settings:

SMS/OTP Signature

Digital Certificate signature
Centralized digital certificate signature
Handwritten eSignature

SMS OTP signature
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External user signature

Seleccione el idioma -

FIRMA CONTRATO Ref. A292

Hola John Doe, ya puedes revisar y fiirmar el nuevo contrato. Gracias.

Documentos a firmar : B
viafirma

& webinar contract sample scme morgpagespdf 3
inbox

Anexas

Mo hay anegas

Seleccione el idioma -

MA CONTRATO Ref. A282

Hola John Doe, ya puedes revisar y fiirmar el nuevo contrato. Gracias.

Documentos a firmar
Seleccionar otro tipo de firma = )
# wehinar contract sample acme morepagesndf

Anexos

Mo hay anexos
& Afadir anexo

Para finalizar el proceso, por favar, firme el documenta:

* Firma con OTP SMS

Firma con certificado local -
mecanismos

> B Firma can certificade en la nube ALTEHS:EIOS ds

{SOLD S| ESTAN HABILITADOS)

A Firma digital
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External user signature

Seleccione el idioma -

FIRMA CONTRATO Ref. A292

Hola John Doe, ya puedes revisar y fiirmar el nuevo contrato. Gracias.

Documentos a firmar
¥ wegbinar contract sample acme morepages.odf

Anexos

& Afadir anexo

Para finalizar el

C IR O @ rechazar

eso, por favor, firme el documento:

Seleccionar otio tipo de firma =

* Firma con OTP SMS

Por favor, introduzca el codigo SMS enviado a su teléfono +34

362859

Digital Certificate signature

362859
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External user signature

viafirma

inbox

Seleccione el idioma -
FIRMA CONTRATO Ref. A292

Hola John Doe, ya puedes revisar y fiimmar el nuevo contrato. Gracias.

Documentos a firmar : f
¥ wabinar contract sample acme morepagesod! l\""' | C ] I r [Jgﬂax
Anexos

Seleccione el idioma =
FIRMA CONTRATO Ref. A292

Hola John Doe, ya puedes revisar v fiirmar el nuevo contrato. Gracias.

[ES Firma con certificado local

Documentos a firmar
Seleccionar otro tipo de firma ~
¥ wablnar contract sample acme morepigcsod!
1 Anexos
Mo hay anexos
& Afadir anexo

Para finalizar el proceso, por favar, firme el documento:

ES Firma con certificado local w

mecanismo
= b Firma con certificado en la nube ALTERNATIVO de
FIRMA

{SOLO SI ESTA HABILITADO)

48



External user signature

Seleccione el idioma =
FIRMA CONTRATO Ref. A292

Heola John Doe, ya puedes revisar y fiirmar el nuevo contrato. Gracias.

Documentos a firmar  rr—— -
# webinar contract sample acme morepay

o viafirma

X

—
& Afadir anemo : st
Listado de certificados
Para finalizar el proceso, por favor, firme | Sebeccione un certificads de la lista
‘ EQ Firmacon certificads local ’ | Certificado Emisor Caducidad
AL EEE CA Alpha Inc. 20312021

DE8A5402 Arme Inc

1 m m

Anradir certificado

El cortificodo deba estar én formdalo pix o p 12

Selecclonar otro tipo de firma -

Buscar cerificado

Centralized digital certificate signature

Seleccione el idioma =
FIRMA CONTRATO Ref. A292

Hola John Doe, ya puedes revisar y fiirmar el nuevo contrato. Gracias.

Documentos a firmar
¥ webinar conbract sample acme morgpages.odf

Anexos

& Anadir anexo

Para finalizar el proceso, por favor, firme el documento:

EZ Firma con certificado local

¥ Firma con certificado en la nube




External user signature

viafirma B

Por favor, indique el usuanio con el que desea realizer la autorizacidn

Usuario

[ |

*= Volver X Cancelar

et
-

El sistema inbeox esta solicitando su autorizacion para:
Firmar 1 documentos:
ah web nar_contract_sample_acme_morepages.pdi
Por favor, selecciona el certificade que desea utilizar en esta operacidn:
Mis certificados
JHON DOE

Emitido por: CA Alpha Inc.

Cadueca: 23/03/2021 12:10:00
Citizen Corticates Cualfied

JHOM DOE
Emitido por: CA Beta Inc.

@ Caduca: 12/11/2020 16:20:00
% Emplyee Cenficates Cualiied

X Cancelar

Handwritten eSiganture

viafirma

inbox

Seleccione el idioma -

FIRMA CONTRATO Ref. A292
Hola John Doe, ya puedes revisar y fiirmar el nuevo contrato.

Documentos a firmar
# webinar contract sample scme morepsgesadf

Anexos

& Afadir anexo

Para finalizar el proceso, por favor, firme el documento:

na con OTP SMS @ Rechazar
Firma con certificado local

F Firma con certificado en la nube

A Firmadigital

El sistemia inbex estd solicitando su autorizacion para

Firmar 1 documento/s:

d webinar_contract_sample_acme_ morepages. pdf

Por favor, seleccione un sistema de autenticacidn para poder realizar la
operacian:

= Viplver X Cancelar

Firma realizada correctamente

Peticidn inalizada correctamente.

FIRMA CONTRATO Ref. A292

Hola John Doe, ya pusdes revisar y fiimmar el nuevo contrato. Gracias.

Documentos firmados

# webinar contrack samele acme moreoagespdl

Anexos
Hohwan'n;-
& ¢ wdir anexo

Realiza tu firma

s
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Approval of a request

Approving a requestis a very simple; click on the link available for this action. This will automatically change the request
status and several participants will be notified of the change.

In addition, if you have several requests in your inbox or after performing an advanced search, you can select all the
requests to be electronically signed in a single operation. We recommend knowing first what you are signing (e.g.,
because it has been previously approved by a trusted third party).

Filtrar por =
Todas v -
...,/ Firmar/Visto bueno @I Rechazar Seleccionados 7 de 7 Resultados por pagina | 10| 25 | 50| 100
L4 Remitente Asunto Fecha |
L4 Administrador Global Prueba modificacion de flujo 13/04/2018 14:52
L4 Administrador Global Solicitud de aprobacidn de gasto 12/04/2018 17:08
L4 Administrador Global Contrato de nuevo personal 2 10/04/2018 17:18
L4 Administrador Global Contrato de nuevo personal 1 10/04/201817:17
s Administrador Global Firma del nuevo convenio 10/04/2018 17:16
=i Administrador Global Firma de acuerdo UTE 10/04/2018 16:37
td Administrador Global Firma del contrato con proveedores 10/04/2018 16:25

If the document to be approved is a pdf, and inbox version is 3.0.0.0 or later, the approval data is included in the pdf.

For approvals performed with Inbox 3.2.24 or later, the date and name of the person who performed the approval are
included as personalized properties of the document. For versions 3.0.0 or later and lower than 3.2.24, the approval data
is embedded as an xml attached to the pdf.



Reject a request

Requests in progress can be rejected by the sender of the request, by recipients who have the requestin their inbox (not
by recipients who completed their action or those who are on hold) or by an administrator.

Rejection by recipients

The recipients of a request can reject it individually or in bulk.

To reject them individually you must access the details of the request to be rejected and click on the Reject button.

Comentarios

Insertar Comentaric

/ Firmar - Rechazar
e

Bulk rejection of requests is performed from the Inbox and Advanced Search screens. Click on the Reject button to
select the requests you wish to reject.

Filtrar por =
Todas ~ -
__‘f Firmar/Visto bueno Rechazar Seleccionados 2de 6 Resultados por pgina | 10 | 25 | 50| 100
Remitente Asunto Fecha |
Administrador Global Solicitud de aprobacién de gasto 12/04/2018 17:08
L Administrador Global Contrato de nuevo personal 2 10/04/2018 17:18
Administrador Global Contrato de nuevo personal 1 10/04/2018 17:17
Administrador Global Firma del nuevo convenio 10/04/2018 17:16
s Administrador Global Firma de acuerdo UTE 10/04/2018 16:37
Administrador Global Firma del contrato con proveedores 10/04/2018 16:25

Rejection by sender or administrator users

The sender and the administrator users can reject requests individually. To do this they must access the request details
and in the action menu (...) they must select the Reject option.



Contrato 50 Enviar recordatorios

Usuario Remitente de Ejemplo  13/06/19 14:08
HMZ8-66RI-TFYU-03QD Compartir
Destinatarios Crear copia
(=] Leido Juan Espafiol Espafiol <dmoreno.ext@yopmail.com: Firm: Rechazar t?
Test vodificar Flujo
. Copiar enlace

Documentos a firmar Documentos anexos E

contrato.pdf + o

Rejection Process

After pressing the Reject button, the screen to indicate the reason for rejection will be displayed.

Motivo Rechazo

Motivo de Rechazo

Incompleto v

Motivo Rechazo

Falta informacién por incluir en la peticién.

Once specified the reason for rejection press the save button to change the request(s) to rejected status, notifying the
corresponding user(s). To access the rejected requests, select the Rejected option in the side menu.

BANDEJA DE ENTRADA

(=)

Resultados por pagina | 10 | 25 | 50| 10

viavansi Remitente Asunto Fecha |

viafirma Administrador Global Peticion de ejemplo para rechazar 19/04/2018 15:58

Default 4
Administrador Global Solicitud de aprobacion de gasto 12/04/2018 17:29

Borradores
Administrador Global Aprobacién del acta delareunién 10/04/2018 16:534
Priorizadas
Pendientes
Enespera

Terminadas

Rechazadas



Reject a request
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Modify the workflow of a request

The writer of a request can modify the worfklow of recipients clicking on the Modify workflow link in the top right drop-
down menu; this link will only be displayed when the requestis not completed, archived or rejected. Users who have
already completed their action cannot be removed from the workflow, and the status of the request must be re-evaluated
after the modification. For example, if there is a request with 4 signatories and 2 of them have already signed, the
workflow is modified removing the 2 recipients who have not signed and saved. These 2 recipients can be deleted, and
the request would then be considered completed.

Once the request workflow has been modified, a notification will be sent to all recipients to inform them of the
modification.

When clicking on this link, a popup window will open where recipients of the request can be modified as shown in the
following figure:

Modificar flujo *

Destinatarios (*)

("Usuario Autenticado” [usuario@viafirma.com] [Default] (VB) > "Usuario 2 Autenticado” [usuario2@viafirma.com]
[Default]) , ("Usuario 3 Autenticade” [usuario3@viafirma.com] [Default] || "Usuario 4 Autenticado”
[usuariod@viafirma.com] [Default])

Previsualizar Flujo

Asunto (*)
Prueba modificacion de flujo

Mensaje (*)

Prueba modificacién de flujo

Modificar flujo



Archive finished request

There is the option of archiving a completed request by accessing the details of the completed request.

Ejemplo de Peticién Terminada i

BANDEJA DE ENTRADA i o—— B
viavansi
viafirma Destinatarios
Default 4 4t Firmadc Usuario Autenticado 19/04/18 15:43
[Certificado usado:
Borradores USUARIO AUTENTICADO |
Priorizadas
Pendientes Ejemplo de Peticién Terminada
Enespera
Adjuntos Anexos
Terminadas .
& fichero a firmar.pdf B +te
Rechazadas
Caducadas
Archivadas
Comunicaciones Comentarios

Blsqueda avanzada

Mis filtros

&/ Insertar Comentario

In the detail of the request, click on the File button in the drop-down menu on the top right.

Email

Copiar enlace

Alist of finished requests without an archived request will be displayed. Select the Archived option in the left side menu
to access this archived request.



Archive finished request

BEANDEJA DE ENTRADA

viavansi
viafirma

Default 4
Borradores
Priorizadas
Pendientes
Enespera
Terminadas
Rechazadas
Caducadas
Enviadas
Archivadas
Comunicaciones
Blsgueda avanzada

Mis filtros

Remitente

Administrador Global

Asunto

Ejemplo de Peticién Terminada

Resultados por pagina | 10| 25| 50| 100

Fecha |

19/04/2018 16:46
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Download signed documents

You can perform a bulk download of signed documents. This requires an advanced search to locate the requests whose

documents are to be exported.

+
Once in the list of search results, the following icon will be displayed . If we press ita screen will appear to inform

us that the file is being generated and that we will receive an email to download it.
This will be a zip file with all the documents separated in folders where each folder will be the identifier of the request. It

also includes a csvfile with the data of the requests to which the files belong.

Onlyfiles from requests that have been successfully completed will be included. Rejected, expired or unfinished

requests are notincluded.
~T)

FECHA IllI
i
|

tof

a REMITENTE

Estamos procesande los documentos
En beeve recibirds un email con ol enlace para descargar bos documentos

Once the email has been received, click on Download signed documents to access the download screen. You mustbe
logged in viafirma inbox with the same account you used when making the requestin order to download the document.

In case of not being previously authenticated, we will be forwarded to the authentication screen.



Download signed documents

@ viafirma

Hola Juan Espafiol Espafiol \..r/ | dfl rm a

Hemos recibido una solicitud de descarga de documentos firmados inbox

Puede descargar los documentos en el siguiente enlace

Descargar documentos firmados

Por motivos de seguridad, el enlace tiene una validez de 7 dias

A continuacion, puedes descargar los
documentos de tu bisqueda:

Descargar documentos
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Custom workflows

The Workflow option in the personal menu allows you to edit your signature workflow. This section allows the user to
manage his own signature workflows and reuse them later in the Recipients boxwhich appears in the Compose menu.

Meni Personal ~

Perfil

Buscar... Mostrar todos Dele

Filtros de blisqueda

gaciones

Filtros de delegacién
Nombre | Id publico Acciones

Flujos
Flujo de ejemplo SRGAVTFZYW S X
X Calendario v
Flujo de ejemplo 2 4AWBYCIR4H 7 X
, Tareas v

First, there is a list with all the workflows created by the user allowing to:

e Filter workflows using a search string.
e Editexisting workflows

e Delete existing workflows

e Add new workflows

The workflow designer is opened when editing an existing workflow, creating a new one, or using the Save workflow
option below the Recipients box when composing a request.



Workflow designer

Asignature workflow is defined byits name and the signature lines which establish the order in which the recipients of a
request should eSign. When creating signature lines, two main areas can be distinguished in the designer: the element
selection area and the signature line area. To design a signature workflow, the user must drag elements from the
element selection zone to:

e The end of a container.
e The end of an existing signature line.
e The area to create a new signature line.

Nombre (*)
Flujo de ejemplo
"?. Usuario uﬂ:n" Grupos ﬁ Cargos [l Contenedor o

Grupo Grupo de Prueba

Lineade Firma 1l
Usuario Autenticado Usuario 2 Autenticado Usuario 3 Autenticado Usuario 4 Autenticado
¢ vistobueno | | # firma i B # firma A —— S
g2 Todos
Lineade Firma 2

Usuario 5 Autenticado
# firma

Arrastre aqui para crear una nueva linea de firma

Volver

Each element that composes a signature line represents a user, or a group of users. The following are available:

e Users: Add a user to the signature line. When you drag and drop this element, a pop-up window will appear where
you can select the user you want to add.

e Groups: By clicking on this option, you will see the groups that can be dragged to a signature line. When writing a



request, each group is replaced by the users which belong to that group. The users of the selected group will
perform the action in parallel.

e Job tile: this option will display all the job positions that can be dragged to a signature line. When writing a request,
each job position is replaced by the users from that job position. The users of the selected job title will perform the
action in parallel.

e Container: adds one or more containers to the signature line. There are two ways: all elements inside this container
perform the selected action in parallel (All) or only one of the users performs the action(Only one).

The default action to be performed for recipients included in a signature line is SIGNATURE. To change this action to
APPROVAL simply click on the signature link or vice versa.

To remove an element from a signature line, simplydrag it to the designated area (this area is displayed) Itis also
possible to delete the entire signature line by clicking on the X icon in the upper right corner.

When including a signature workflow in a request, the recipients field will be composed as follows:

e Between each element of the line the greater-than symbol > will be added or the || (OR) if you want to specify that it
is required that only one of the recipients performs the action.

e Between two different signature lines, a comma, is added. Containers, groups and positions will be replaced by
users comma-separated , and in brackets *(), unless the elementis alreadyinside a container, in which case the
brackets will be ignored.

As mentioned in the previous section, you can define workflows where only one of the recipients in the container
performs the action, disabling any other actions performed by the rest of the users of that container. In other words, only
one of the members of the container needs to perform the action.

Below we show an example of a workflow where only one of the components of the container needs to perform the
action for the rest of the senders of the line to be able to perform their corresponding actions.

Note the color change in the container.



Workflow designer

Nombre (*)

Flujo de ejemplo 2

[E] Contenedor o

3. Usuario .B.a' Grupos ‘ i Cargos

Grupo Grupo de Prueba

LineadeFirma1

Usuario Autenticado | | Usuario 2 Autenticado | | Usuario 3 Autenticado Usuario 4 Autenticado
¢ vistobueno |4 . vistobueno - # firma # firma
& Solounc

Lineade Firma 2

Usuario 5 Autenticado

+ visto bueno

Arrastre aqui para crear una nueva linea de firma

Volver
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Signature delegation

Sometimes an organization needs to have a signature delegation mechanism from one user to another ( absence of
availability, leaves, holidays, etc.). Viafirma Inbox has a signature delegation feature, allowing 3 levels of delegation:

e Collaborator. If a user Xdelegates to another user Y with Collaborator permissions, the user Y will be able to
access the Inbox with all requests from X He/she will be able to sort the requests, insert comments, create tags,
prioritize or de-prioritize, etc., but will not be able to approve or sign on behalf of the other user.

e **Approval". The delegated user Y has the Collaborator permissions, but can also approve on behalf of user X.

e Signature. User Y can also eSign on behalf of user X.

Under no circumstances may delegated users create requests on behalf of the delegating user.



Create a signature delegation

To create a delegation, click on the Delegations menu located in the Personal Menu (upper right-hand side of the

screen):
Men Personal
) Perfil
Enviadas :
Delegaciones
Filtros de bisqueda
Filtros de delegacion
Flujos
Anadir Delegacion
Calendario
Recibidas , Tareas
Delegado por Vélido Vilido Fecha Permisos Estado Acciones
Desde 1 Hasta Creacion
Usuario 2 Autenticado 19/04/18 19/04/18 Firma Pendiente - X
Eliminadas

There are 3 options:

e Sent: delegations that we have created delegating to other users. Received**: delegations by other users who
delegate to us.
e Deleted: delegation history.

To create a new request, click on the Add delegation option.



Usuario que delega

Usuario 2 Autenticado v | &

Delegado en

Usuario Autenticado v

Valido Desde (7]
12/04/18 =

Valido Hasta
i3
Permisos

Firma v

Permitir gestionar mis Delegaciones

Documentos anexos a la delegacién

L

o2 Subir fichero...

Filtro de Delegacidn

Mo hay elementos disponibles ¥

Texto libre (Motivo, Observaciones, etc.)

In this form we can fill in the following information:

e Delegate to: we will choose the user we want to delegate to. We can select it from the drop-down list, or click on the
magnifying glass to search for the user in a window (useful for organizations with many users, where searching for
someone specificin a drop-down list can be cumbersome).

e Valid From: start date of the delegation (itis considered active from 00:00 of the chosen day).

e Valid To: delegation end date. ( ends at 00:00 hours of the selected day). This is an optional field; if left blank, the
delegation does not expire (unless the user who created it removes this).

e Permissions: permissions level, according to the explanation given in the previous section.
e Allow to manage my delegations: allows the delegated user to manage our delegations.
e Documents attached to the delegation: Allows to attach documents that support the delegation, such as minutes,



resolutions, etc.
e Delegation filter: The possibility of applying one of the defined filters to the delegations, so that the delegating user

will only have access to the requests from the filter associated to the delegation.
e Free text: Optional, allows adding a free text to the delegation, such as the reason for delegating or other
comments. Iffilled in, this free text will appear in the signature box of the document.

Depending on the settings chosen by the administrators, the delegation can become effective immediately after itis
saved, or, as itis more common, it could require the signature by both participants of a PDF document automatically
generated by the system, which contains keyinformation about this delegation of the signature.

The delegation will be automatically sent by email to both participants when the delegation is created, and will remain in

pending status (not active) until both signatures are completed:

Enviadas

Delegado en Valido Valido Fecha Permisos Estado Acciones
Desdet Hasta Creacion

Usuario Autenticado 19/04/18 19/04/18 Firma Pendiente 5 »/ X ¥

Anadir Delegacion

The actions that can be performed on the delegations are:

° E Access to request details.
e — Download the delegation document.
° J sign the delegation document, and when both signatures are in place the delegation is active.

° X Delete the delegation. Itis added to the list of deleted requests.

Apreviously designed filter is associated to the current delegation (in case it has not been chosen during the
creation of the delegation). Thus, if a filter is applied, the user to which it has been delegated will only see the
requests that comply with the established filter. In this case, a pop-up window will open with all the delegation filters

created by the user to choose which one to apply to the current delegation.

Listado de Filtros de delegacion 7"

Nombre del filtro

Filtro de prugba

e = Disable delegation filter.

Depending on the system configuration, when a requestis signed by a delegated user, a signed delegation document

will be automatically incorporated as an attachment to the request.



Delegation Filters

In the personal menu every user can create filters that can then be linked to their delegations so that the person to whom
they delegate has access onlyto those requests that comply with the filter or restrictions created.

Men Personal ~
Perfil
Filtro de Delegacién (*) Delegaciones

Filtros de bisqueda

Filtros de delegacién

Calendario v
, Tareas v
Filtro Criterio Operador
(Noseleccionado) ¥ | (Noseleccionado) ¥ || (Noseleccionado) ¥
Filtro Criterio Operador Valor Acciones
Peticidn Asunto Contiene acta 7 %X

Remitente Email Igual a usuario@viafirma.com /X



Acting as delegated user

When trying to access with your username/password or digital certificate, a delegated user will see the following picture:

Se ha detectado que existe alguna
delegacion activa para su usuario, por lo
que Vd. dispone de més de un perfil de
acceso. Escoja por favor el usuario con el
que quiere acceder al sistema.

Usuario Autenticado

Administrador Global

Gestiona tus peticiones desde nuestra APP:

L Disponible en \ Disponible en
>

' App Store P#"  Google Play

In this case, when we access the platform we will have to choose which role to enter with: our own, or the role of the
person or persons who delegated us.

If we click on someone else's role (accessing as delegates), we will see that the top menu includes further information

than usual:

Usuario Autenticado @") Cambiar Usuario

(En nombre de Administrador Global)

Specifically, we can see the real name of the person who has accessed and the string "on behalf of" referring to the user
who has delegated. In addition, a "Change user" option allows us to return to the previous user selection window.

Otherwise, the delegated user will use the software as they would use their own name; note that when a delegated user

signs a request, this eventis reflected in the detail of the request:



Acceso Pablico

Firma de contrato con proveedores

dminictrador Cloha 04718 1421
or s

20/04/13

Destinatarios

s

IF ] Administrador Global (Delegado
en Usuario Autenticado)

Firma de contrato con proveedores

Adjuntos Anexos

| F
4=

# archivo para firmar.txt

¥ Descargar Todo

Comentarios

As you can see, the details of the request shows the official signatory and the actual signatory who has electronically
signed through delegation. In addition, in the event that the delegation required the signature of a document by both
parties, the signed delegation document would be automatically incorporated as an attachment.



Search

There are two ways for searching requests: simple search and advanced search. We will now see how both work



Simple search

In the top menu we have a simple search boxwhere we can search by entering a string:

The system searches for requests that match the entered string and displays them as a search result. Specifically, the
system tries to search for matches with the subject and message of the request, and the name of the sender of the
request.

However, sometimes we need to perform more complexsearches;to do so, on the left side menu we have the
Advanced Search option.



Advanced search

The advanced search system is based on the combination of filters on different aspects of a request:

Bandeja de Entrada

Seleccione los filtros que desea aplicar a la blisqueda. Se recuperaran las peticiones que cumplan TODOS los
filtros indicados.

Bartor e Filtro Criterio Operador Valor
Remitente ¥. Email v || Contiene v Aiiadir filtro

Priorizadas
Pendientes

Filtro Criterio Operador Valor Acciones
Enespera Peticién Asunto Contiene acta /S X
Terminadas
Rechazadas
Caducadas
Enviadas
Archivadas

Comunicaciones
Blisqueda avanzada

Mis filtros

Namely, a combination of filter / criterion / operator / value is performed. The type of filters are:

e Request (generic request data): with criteria such as Subject, Message, Reference, Creation Date, Expiration Date,
Status, Prioritized, Secure \erification Code or Archived.

e Sender: such as Person Id (NIF, etc.), First Name, Last Name, Phone, Email or Entity.

e Recipient: similar to sender's selection criteria.

e Metadata: using parameters like Name, Value or Value_Name parameters.

¢ Documents: with criteria such as Name, Extension (pdf, txt, doc, etc.), size in bytes or Type (signable, attachment).

Depending on the type of filter/criteria, operators will be displayed and tailored to them. For example, if we choose the
criterion "Size of a document”, the operator will look for numerical operations ("Greater than", "Less than", etc.). With a
string, the operator could be of the type "Contains", "Starts with", "Ends with", etc.

The system allows us to combine as manyfilters as we want, returning requests that match ALL filters. For example, we
could perform a complex search like this: "locate all requests where the recipient's email contains the string ‘gmail.com’,
the subject contains the word 'minutes’, the message includes the word 'approve’, the creation date is greater than
31/12/2010 and less than 01/06/2011, the file name includes the word "meeting", PDF type and size less than 1 MB, and
also has a metadata name "file" and value "PR/2011/134".

In addition, if we were to perform the same search on a regular basis, we can store it for later reuse, as we will explain in
the following section.

Search by metadata name=value

In order to filter requests that have a certain metadata with a certain value you must use the search filter Metadata /

Name=value. In the search box enter the keylinked to the metadata, then a "=" and the value of the metadata to be found.

Example, to search for requests that have the metadata fype with the value Contract:



Advanced search

Filkro

Criterio

Operador

Metadatos

L

| Nombre=valor -

lguala -

valor

tipo=Contrato

Anadir Filtro
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My Filters

Displaying the option My filters on the left side of the menu we will see all the custom filters that we have already
created, as well as the potential global filters that administrators have created for all the users.

Mis filtros

Busqueda por
cddigo exacto de
expendiente

Por NIF remitente

Enviadas por mi
después de fecha

In our personal menu, in the Search filters option we can create and manage our filters (which will later appear in My
filters, as we have explained in the previous paragraph).

Menu Personal ~
Perfil

Buscar... Mostrar todos Delegaciones

Filtros de blisqueda

Nombre del filtro Acciones Filtros de delegacion

Biisqueda por codigo exacto de expendiente /7% Flujos

Por NIF remitente /7 %X

Enviadas por mi después de fecha 7S x Calendario v
, Tareas v

When creating a new filter, you will see a similar form to the advanced search, where you can also define its name. The
procedure would be to add the filters/criteria we want, and finally save the filter. We can also edit and delete the
filters/criteria we have created.

Menti Personal ~
Perfil
Nombre () Delegaciones
Por NIF remitente Filtros de busqueda

Filtros de delegacion

Calendario v
, Tareas v
Filtro Criterio Operador
(Noseleccionado) v | | (Noseleccionado) ¥ || (Noseleccionado) v
Filtro Criterio Operador Valor Acciones
Remitente Person Id lgual a 7S X

Volver



Note that we can leave the Value field emptyin this form. The system will then ask us for the value when we wish to use
the filter. For example (see figure below), we could create a filter to search for requests based on Sender -> Person ID
(NIF), and leave the value field empty. This way, we create a reusabile filter to search for requests based on the sender
ID, and the system will ask us to enter the sender ID when using the filter.

Complete Filtros %

Remitente (Person Id) igual a

Buscar



Writing Templates

From the Editing Templates option of the Personal Menu the user can access the section for editing templates. The
user can manage their own writing templates to be used later in the writing form of a request. All global templates can
also be displayed.

Composition Templates List](resources/comptemp_list.png)

First, a list with all the templates is displayed where you are allowed to:

Show only global templates: we can filter by global templates in the list. If we do not apply this filter we will see all
the available templates: the global ones and the ones we have shared.

Filter templates by a search string: we can search for templates by entering a text in the box.

Edit existing templates: you can edit existing templates. If we do not have editing permissions on the template it will
be read-only.

Export existing templates: we can download the templates to have the possibility of importing them in the future for
ourselves or for any other user.

Delete existing templates: we can delete the templates that we no longer need. WARNING: this template will be
deleted for all users who have shared it. If we do not have editing permissions on the template this option will not be
available.

Add new templates: we can add new templates to be used in the form to write a request. This will be explained
later.

Import templates: we can import templates from a .json file of a previously exported template:

Desde esta pantalla puedes importar una plantilla de redaccion que haya sido exportada previamente. Para llevar a cabo la
importacién selecciona un fichero de tipo json de tu sistema de archivos local.

Nombre de la Plantilla

Mi plantilla importada

Selecciona la plantilla a importar (*json)

Seleccionar archivo | comptemp.json

| VDlver ‘



Create an Editing Template

Clicking the Add button from the Editing Templates section will take us to the form to add a new template to our
collection. This form will be identical to the one for editing a template:



Create a writing template

Nombre de la Plantilla (*)

Nombre de la Plantilla
[ Plantilla de uso global

Destinatarios @

Destinatarios

2% Previsualizar Flujo

Destinatarios de la comunicacién interna

Afada usuarios que podrén ser comunicados con el resultado de esta peticién cuando sez finalizada

Asunto

Asunto

Referencia @

Escriba una referencia para identificar a la peticién

Tipo de acceso a la verificacién de Firmas E
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As we can see, the fields to be filled in are practically the same as when writing a request. However, the only

requirementis to give a name to the template and ensure that atleast one of the users sharing the template has editing

permissions. The different fields are discussed below:

Template name: name of our template (REQUIRED).

Global use template: allows you to setit as global template, so thatitis shared with all users of the system. This
option will be available for administrators only.

Recipients: recipients to whom our request will be addressed. You can click on Preview workflow to geta closer
look atthem.

Internal communication recipients: users who can be notified of the result of the request when itis finished.
Subject

Reference: field to indicate a reference of the request.

Type of access to the signature verification: Access type of our request (Unavailable, Public Access,
User/Password, Certificate, Private).

Message: Request message.

Supported signature types: supported signature types for the request (Any, Digital Certificate plus biometric
signature, Certificate and SMS OTP signature, digital certificate signature).

Signature stamp: type of signature stamp of our request. It can also be without stamp.

Signature policy: if we have defined different signature policies we will be able to choose which one we want for our
request.

Metadata: we can fill in and/or add metadata to the request.

Send automatic reminders to recipients: this allows users to specify if they want the request to send automatic
reminders to the recipients.

Do you want to receive notifications of actions related to this request?: Notification level assigned to the sender
of the request.

Users/Groups/Job position that share the template: Here we define which users/groups/positions share the
template and whether they have permissions to edit. These permissions can be modified by clicking on the pencil
icon. If we no longer want a user/group/charge to share the template, click on the Xicon. To add new
users/groups/positions to the template click on the Add button. The following popup will appear:

To select the users/groups/positions we can search for them by a string, and we will select the checkbox if we would
like to give them access to edit the template. Finally, click the Assign button.

. X
Usuarios
autenticado
Nombre ;Puede editar la plantilla?
Usuario 2 Autenticado No ~
Usuario 3 Autenticado No ¥



Using a writing template

Now that our writing templates have been created, the only thing left to do is to use them. Go to the Compose request
form and you will have a drop-down menu with all our available templates, either because we have created them

ourselves or because they have been shared with us:

Cargar desde Plantilla ~ Redaccién Avanzada

Destinatarios
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Asunto (*)

ASUNTO

Mensaje

vensaie

By clicking on the desired template a warning message will appear explaining that everything we have previously written
in the form will be lost. Once we accept, the form will be filled in with all the information we have in the template.
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